C Ka)AbIM roJIOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, @ IIKOJIBHUKU OJJHH U3 CAMbIX aKTHUBHBIX
nojp3oBarenei Pynera. Mexay TeM, TOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEM, HHTEPHET HECET U
npoOJeMbl. DTa mamsTKa TOJDKHA TIOMOYb TeOe 0€301acHO HaXOAUThCS B CETH.

Komnbrorepubie BUpychbl

KomnbroTepHbIil BUPYC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTPaMM, OTIMYUTEIBHON 0COOECHHOCTHIO
KOTOpOM1 fABJIIETCS CIIOCOOHOCTh K pa3MHOXKEHUIO. B 70110JIHEHNE K 3TOMY, BUPYChl MOT'YT IIOBPEAUTH WU
MOJTHOCTBHIO YHHUUTOXKUTH BCe (Dailiibl U JJaHHBIE, TOJKOHTPOJIBHBIE MT0JIB30BATENI0, OT IMEHU KOTOPOTO Obliia
3aIlylleHa 3apakeHHas IporpaMma, a Takke MOBPEIUTh UM JJa)Ke YHUUYTOXKUTh ONEPALIMOHHYIO CUCTEMY CO
BceMH (paiiinaMu B 11e710M. B OOJIBIIMHCTBE CIydaeB paclpoOCTPaHSIIOTCS BUPYChl YePE3 HHTEPHET.

MeToabl 321U THI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcnonb3yil COBpPEMEHHBIE OINEPALMOHHBIE CUCTEMbI, HMMEIOIINE CEpPhe3HBbIH YpPOBEHb 3alllUTBl OT
BPEIOHOCHBIX ITPOTPAMM;

2. IlocTosiHHO ycTaHaBnuBail mauytu (UUGPOBBIEC 3AIUIATKH, KOTOPHIE aBTOMAaTHYECKH YCTAHABIMBAIOTCS C
[[EJTBI0 IOPaOOTKH MPOrPaMMBbl) U IPyrHUe OOHOBJIICHUS CBOECH ONepainoHHON cucTeMbl. CKaurBai X TOJIBKO
¢ opunmansHOTO caiita paspadorunka OC. Ecnu cyniecTByeT pexkiuM aBTOMATUYECKOTO OOHOBJICHHUS, BKITFOUH
ero;

3. Pabotaif Ha cBOeM KOMIIbIOTEpE MOJ MpaBaMM I0JIb30BATENs, @ HE aAMUHUCTPATOPA. JTO HE MO3BOJMT
OOJIBLIIMHCTBY BPEIOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCSI HA TBOEM IEPCOHAIIEHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHbIE POTrpaMMHBIE MPOAYKTHI M3BECTHBIX NMPOU3BOAMTENEH, C aBTOMATHYECKUM
00OHOBIIEHIEM 0a3;

5. Orpannyp pU3HYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Micnonp3yii BHEIIHKE HOCUTENH HH(POPMAIIUH, TaKue KakK (IIeliKa, TUCK WK (ailil U3 HHTEPHETA, TOIBKO
U3 NIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (ailsibl, TMONyYEHHBIE W3 HEHAIC)KHBIX MCTOYHUKOB. Jlaxke Te (ailnebl,
KOTOpBbIE NpHCIIall TBOW 3HAKOMBIH. JIydllle yTouHu y Hero, OTIPABIISL JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He B mepenadyn TaHHBIX, HE TEXHOJIOTHs, a BCero Juilb OpeHn, mapka. Eme B 1991 rony
HUJIepilaHicKas koMnanus 3apeructpuponana 6pena "WECA", yto o0o3Hauano cioBocouetanue "Wireless
Fidelity", xkoTopslii nepeBoauTCS Kak "GecnpoBoiHAs TOUHOCTD'.

Jlo Hamiero BpeMeHM Jouuia japyras aOOpeBuaTypa, KOTOpas sBJISETCS TaKOM e TeXHOJOorue. 1o
abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1JaHO C HAMEKOM Ha CTaHJapT BbICIIEH 3ByKOBOM TexHuku Hi-
Fi, uto B nepeBosie 03HavaeT "BbICOKAsi TOUHOCTD'.

Jla, OecrylaTHBI HMHTEPHET-IOCTYN B Kade, OTeNsX M adponopTax sBISETCS OTIMYHOW BO3MOKHOCTBIO
BbIX0JIa B MHTepHET. Ho MHoOrme skcmepTsl CuuTaloT, 4Tro obmenoctynHsle Wi-Fi cetn He SBISAIOTCS
0€301acHbBIMH.

CoBeTbl 110 6e30MacHOCTH PadOTHI B 001Ie10CTYNHBIX ceTsax Wi-fi:

1. He mepenmaBaii cBoro smuHyto uHpopmaruio yepe3 oOmenoctynHeie Wi-Fi cetn. Paboras B HuX,
JKeJlaTeIbHO HE BBOJUTH MapOJIU JOCTYIIA, JIOTUHBI U KaKWe-TO HOMepa;

2. Ucnonb3yit 1 0OHOBIISII aHTUBUPYCHBIE TPOTrpaMMbl U OpaHamayep. TeM caMbIM Thl 00e30macuilb ces oT
3aKa4KH BHpYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmroun ¢ynkmuro "O6muit goctyn x Qaiinam u npuntepam”. JlaHHas
GyHKIMS 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENIM AaKTUBUPYIOT €€ Uil yJnoOcTBa
UCIOJIb30BaHUs B paboTe uiu y4eoe;

4. He ucnonb3yit nyonuunasiii WI-F| 1 nepenaun AMYHBIX TaHHBIX, HAPUMED VIS BBIXO/Ia B COIIMAJIbHbIE
CETH WUJIU B 3JIEKTPOHHYIO MOYTY;

5. WUcnonp3yii Tonmpko 3anuiieHHoe coenunenne yepes HTTPS, a ne HTTP, 1.e. mpu Habope BebG-ampeca
BBOIM UMeHHO "https://";



6. B mobmibHOM Tenedone otkmoun ¢yHkiuoo "lloakmouenne k Wi-Fi aBTomarnuecku". He momyckai
ABTOMATHUYECKOTO MOAKIIOUYEHUS yCTpoiicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cormiacwusi.

CoumanbHble ceTH

ConuasibHble CETU aKTUBHO BXOJAT B HAIy )KM3Hb, MHOTHE JIIOAU pabOTaOT U KUBYT TaM IOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MIJIITHAP,] YETOBEK, YTO SIBIISIETCS OJTHOM CEABMON BCEX JKUTEJICH TIIIaHETHI.
MHorue nmojap30BaTeld He MOHUMAIOT, YTO WH(pOpPMAIHS, Pa3MEIICHHAS UMH B COLMAIBHBIX CETSAX, MOXKET
OBITH HaliieHa M UCTIOJIb30BaHA KEM YTOJIHO, B TOM UHUCIIE HE 0053aTEIbHO ¢ OJJariMU HAMEPEHUSIMHU.
OcHoBHbIE cOBETHI 10 0€30MACHOCTH B COIIUATBHBIX CETAX:

1. Orpannds CIMCOK Apy3el. Y TeOs B APY3bsSIX HE JOJKHO OBITh CIIYYailHBIX U HE3HAKOMBIX JTFOJICH;

2. 3ammiai cBOK0 4acTHYIO *H3Hb. He ykaspiBail mapoinu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKACHUSA U
JPYTYIO JUUHYI0 HHGOpMaIUIO. 3II0YMBIIIJIEHHUKA MOTYT UCIIOJIBb30BaTh JJaxke MHPOPMAIIHIO O TOM, KaK ThI
Y TBOM POJUTEIIN IUIAHUPYETE IPOBECTH KAHUKYJIbI;

3. 3amuimai cBOIO peryTanuio - IEpXKH ee B YHCTOTE U 3a/1aBail cebe BOmpoc: XOTe Obl Thl, YTOOBI APYyTHe
I10JIb30BATEIN BHJIENIM, YTO ThI 3arpyxaemb? [logymaii, npexjae 4eMm 4To-TO ONyOJMKOBaTh, HANKUCATh U
3arpy3uTh;

4. Ecnu T TOBOPHUILB C JFOJIbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE PEaTbHOE UMS U IPYTYIO TNYHYIO
nH(OPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO Y4€Obl U IPOYEE;

5. N36erait pa3menienus ¢pororpacduii B UuTepHeTe, rie Thl M300pa)keH Ha MECTHOCTHU, 10 KOTOPO MOKHO
OTIPEETTUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpannu B COMUATBHON CETH HEOOXOIMMO UCTIOIB30BAThH CIIOKHBIC TAPOITH, COCTOSIINE U3 OYKB
U (P 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

7. st couuanbHON CETH, MOYTHI U IPYTHX CaWTOB HEOOXOIMMO HCIOIb30BaTh pasHble Napoiu. Toraa eciu
TeOsI B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH TTOJIy4aT JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE cpasy.
DJIeKTPOHHbBIE JeHbI' U

DJNEeKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIIOCO0 MIIaTeXe, OJHAKO CYIIECTBYIOT MOIIEHHUKHU, KOTOPbIE
XOTAT NOMYYUTh 3TU JCHBTU.

DNEeKTPOHHBIE ICHbIU MOSIBUIMCH COBCEM HEJIAaBHO U MMEHHO M3-3a 3TOT0 BO MHOTHX TOCYJapCcTBax JI0 CUX
MOp HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccum ke oHU (QYHKIMOHMPYIOT M O HUX YK€ MPONHUCAHO B 3aKOHE, I/I€ UX PA3AESIOT Ha HECKOJIBKO
BUJIOB - aHOHUMHBIE U HE aHOHHMMHBbIE. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs
MIPOBOAMTH Omepanuu 0e3 HASHTU(PUKAINY [10JIb30BATENS, @ B HEAHOHUMHBIX UJIEHTU(UKALKS TI0JIb30BaTENs
SBIIAETCS 003aTEIBHOM.

Taxxe cnemyeT pasnuyarh SJIEKTPOHHBIE (HUaTHBIE NOEHBI'M (pPaBHBI TOCYAAPCTBEHHBIM BallOTaM) H
ANEKTPOHHBIC HEUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OcHoBHBIE cOBETHI 0 0€30NaCHOI padoTe ¢ JJIEKTPOHHBIMH JCHbIAMM:

1. IIpuBsoku K cueTy MOOUIIBHBIHN TeraedoH. DTo camblil yA0OHBII 1 OBICTPHII CIOCOO BOCCTAHOBUTH J1OCTYII
K cuery. [IpuBsi3anHbIi TenedOH TOMOXKET, €CIu 3a0yAelIb CBOM MIaTSXKHBINA MapoJib WK 3alJIeITh Ha CAlT
C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit omHopa3oBeie mapoisu. Ilociie mepexona Ha YCHICHHYIO aBTOpU3AIUIO TeOE yxke He Oynaer
YTpOKaTh OMACHOCTh KPaXXH WJIU MepexBaTa IIaTeKHOTO MMapoJis;

3. BwiOepu crnoxnbiii maponb. IlpectynmHukam OyJdeT HE MPOCTO yrajaTh CIOXKHBIN maponb. HanmexHbie
MapoJIv - 3TO MapOJIH, KOTOPBIE COJepkKAT HE MEHEee 8 3HAKOB U BKIIIOYAIOT B c€0s CTPOYHBIE U MPOMHUCHbIE
OykBbI, IU(PBI U HECKOIBKO CUMBOJIOB, TAaKH€ KaK 3HaK JoJuiapa, ¢yHTa, BOCKIMIIATEIbHBIA 3HAK M T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIEC JAHHBIE HA CAUTAX, KOTOPBIM HE JI0BEPSECIIb.

DneKTpoHHAas MovTa

DNeKTpOHHAasi MOoYTa - ATO TEXHOJIOTHSI U MPENOCTaBISEMbIE €l0 YCIYTH IO MEpPEechlIKEe U MOIYyYEHHIO
AJIEKTPOHHBIX COOOIIECHUM, KOTOPHIE PACTIPENCISIIOTCS B KOMIBbIOTEpHOW ceTh. OOBIYHO SJIEKTPOHHBINA



MOYTOBBIM SAIIMK BBIMVIAUT CIEAYIOIIMM 0O0pa3oM: MMs_IOJb30BaTeNs(@uUMs JoMeHa. Takxke Kpome
nepeaayy MpocToro TEKCTa, MMEETCsl BO3MOKHOCTh IIepeiaBaTh (hailisbl.

OcHoOBHBIE COBETHI 10 0e30MAcCHON padoTe ¢ 3TeKTPOHHON MOYTOI:

1. Hamo BBIOpaTh IpaBUIIBHBIA MOYTOBBIA CepBUC. B HMHTEpHETE ecTh OTrpOMHBINA BHIOOp OECIUIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIlI€ JJOBEPATH TEM, KOT'O 3HACIIb U KTO IIEPBBIN B PEUTHHTE;

2. He yka3pBaili B JW4HOM moure JMuHyro wuH(opmamuio. Hampumep, ydme  BbIOpaTh
"My3bIKadbHBIN _(haHaT@" nimu "pox2013" BMecTo "Temal3";

3. Mcnonp3y# ABYX3TAIHY0 aBTOPU3ALNIO. DTO KOTJa IIOMUMO MapoJis HY>KHO BBOJUTB KOJ, IPUCBLIAEMBII
mo SMS;

4. Beibepu CIIOKHBIN MapoJib. J[J1s KaXKI0TO MOYTOBOIO SIIIMKA JOJKEH ObITh CBOM HAJCKHBIM, YCTONYUBBINA
K B3JIOMY I1apOJIb;

5. Ecnm ecTb BO3MOXKHOCTh HAIMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH 3TY BO3MOXKHOCTB;

6. Mcrnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBblil U1 4acTHOM MEpEenucKu ¢ aapecaTaMu, KOTOPBIM Thl
J0BepsielIb. DTO IEKTPOHHBIN apec HE HAJJ0 UCTIONIb30BaTh MPU PETUCTPAIMH HA POopyMax U caiTax;

7. He oTkpeiBaii (haiinbl U Apyrue BIOKEHUS B MUChMaXx, JaXK€ €CIM OHU MPUIIUIM OT TBOUX Jpy3el. Jlyure
YTOUHU Y HUX, OTIPABIISIIN JIU OHU Tebe 3TH (ailibl,

8. Ilocyie okoHYaHUs PabOThI HA IOYTOBOM CEPBUCE MEPEJ] 3aKPHITUEM BKIIAJIKU C CAiTOM He 3a0y/ib HaXXaTh
Ha "Bpiitn".

KubepOyniauHr uiu BUpTyalbHOE U3/1€BaTEIbCTBO

KubepOymnuar - npecienoBaHue COOOMICHUSMH, COAEPIKAIIMMU OCKOPOJICHHS, arpecchio, 3alyruBaHuUE;
XYJIUTaHCTBO; COLMAIIbHOE OOMKOTUPOBAHUE C TOMOLIBIO PA3IMUHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeThI 10 0opble ¢ KHOepOyVIMHIOM:

1. He Opocaiicst B 60#. Jlyumuii crioco0: mocoBEeTOBATHCA Kak ce0si BECTH U, €CIIM HET TOT0, K KOMY MOXKHO
00paTUTHCS, TO BHaYalle YCIOKOUTHCSA. Eciy Thl HaYHENhb OTBEYaTh OCKOPOJICHUSMHU Ha OCKOPOJICHUS, TO
TOJIBKO €11le 00JIbIle Pa30KKelIb KOH(IMKT;

2. YmpaBinii cBoeil kubeppenyTaimei;

3. AHOHUMHOCTb B ceTd MHUMas. CyIECTBYIOT CIIOCOOBI BBIAICHUTD, KTO CTOUT 3@ aHOHUMHBIM aKKayHTOM;
4. He crouTt BecTH XyJaUTaHCKUM 00pa3 BUPTyalbHOW kHU3HU. VIHTEpHET (puKcupyeT Bce TBOU ACUCTBUS U
COXpaHsIeT uX. Y JaluTh UX OyAeT KpaliHe 3aTpYAHUTEIBHO;

5. Cobmrosiaii CBOO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuuHblii HeraTuB. OJHOpPA30BbIE OCKOPOUTEIbHBIE COOOIICHUS JIy4llle UTHOPUPOBATH.
OOBIuHO arpeccus MpeKpaniacTcs Ha Ha4aJlbHOW CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLIEHHMSMH, B COIMAJBbHBIX CETAX €CTb
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKHM COOOIIEHH C ONPe/eNICHHbIX aPECOB;

8. Ecnu 161 cBUAETENH KMOEpOyuIMHTa. TBOM NeicTBUA: BBICTYNIUTh MPOTUB MpeCiie0BaTeNs, I0Ka3aTh EMY,
YTO €ro JEWCTBHS OLEHUBAIOTCA HETATUBHO, MOJAEPXKATh >KEPTBY, KOTOPOHW HYXKHA IICHUXOJIOTMUYECKas
MTOMOIIIb, COOOIIUTH B3POCIJBIM O (PaKTe€ arpeCCUBHOTO MOBEJCHUS B CETH.

MooOuabHbIii TesieoH

CoBpemeHHbIe cMapT(OHBI U MJIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIHbIN (YHKIIMOHAJ, U TENEph OHU
MOTYT KOHKYPUPOBaThb CO CTallMOHAPHBIMU KoMIbioTepamMu. OJHAKo, CPeACTB 3aIlIMTHI JJIs MOJ0OHBIX
YCTPOUCTB MOKa OYEHb MaJlo. TecTupoBaHME U MOUCK YA3BUMOCTEN B HUX ITPOUCXOJUT HE TaK HHTEHCUBHO,
kak i [1K, To jxe camoe kacaeTcst 1 MOOMIIBHBIX MTPHIIOKEHUH.

CoBpeMeHHbIe MOOHIIbHBIE Opay3ephl yxKe NPaKTUYEeCKU IOTHAIN HACTOJIbHbIE aHAJIOTH, OJJHAKO paclIupeHHe
(byHKIIMOHATA BIIeUeT 3a cO00M OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3alIMIIIEHHOCTD.

Jlaneko He Bce MPOM3BOAUTENM BBITYCKAIOT OOHOBIIEHUS, 3aKpPbIBAIOIINE KPUTHUYECKHUE YS3BHUMOCTH IS
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI I 0€30IMaCHOCTA MOOMIIBHOTO TenedoHa:



Huuero He sBisercs no-HacToslleMy OecIIaTHBIM. Bynb OCTOpOXeH, Belb Korja Te0e IpeniararoT
OecIulaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KAKHE-TO IUIaTHBIE YCIIYTH,;

Hymaii, mpexae ueM otnpaBuTh SMS, hoTto mnm Buaeo. Trl TOUHO 3HAEIIB, T/I€ OHU OYAYT B KOHEYHOM UTOTE?
Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOUIIBHBIX TeNE(OHOB;

He 3arpyxail npuioXeHUs OT HEU3BECTHOI'O HCTOYHHMKA, BEAb OHU MOTYT COAEpXkaTb BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

ITocne Toro kak Thl BBIHACIIL C CaliTa, i€ BBOAWI JIMYHYIO UH(OpMAIHIO, 3aiii1 B HACTPOUKU Opay3epa U
ynanu cookies;

Ileproanyecku MpoBepsii, KaKKUe IUIATHBIE YCIYT'M aKTUBUPOBAaHbl HA TBOEM HOMEDE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tese(OHA TOIBKO JFOASIM, KOTOPBIX ThI 3HAEIIb U KOMY JIOBEpSEIlb;
Bluetooth momkeH ObITh BBIKIIFOUEH, KOTJa THI KM HE TIOJIb3yelibes. He 3a0biBaii MHOTJa POBEPSTH ITO.
Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHHUS, 0OBEAUHSIONINE COTHH THICSY
YeJIOBEeK M0 BceMy MHpY. Mrpoku HMccieaytoT AaHHBIA UM MHUP, OOLIAIOTCS APYT C APYTOM, BBIOTHSIOT
3aJlaHus, CPaXKarTCsl C MOHCTPaMHM M IOJY4arOT ONbIT. 3a yIOBOJIBCTBHE OHM IUIATAT: MOKYNAIOT JIHUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OMLIMH.

Bce »TM cpeactBa uAyT Ha NOJJEpP)KAaHUME M pPa3BUTHE UIPhl, a TakXkKe Ha caMy O€30IacHOCTb:
COBEPILIEHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALMHM, BBIIYCKAIOTCS HOBble NaTuu (UMQpOBBIE 3amiaTku JUis
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT omacatbCs HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO Kpa)KM TBOETO MapoJisd, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMH OOJIBITUHCTBA UTP.

OcHoBHbBIE cOBETHI 10 0€30IIACHOCTH TBOEI0 MTPOBOI0 AKKAYHTA:

1. Ecnu npyroil Urpok BeneT cedsl MIIOXO0 WIM CO3JaeT TeOe HENpUSITHOCTH, 3a0JIOKUPYH €ro B CIIHCKE
UTPOKOB;

2. Ioxanyiics agMUHUCTPATOPaM UIPhI Ha IIJI0XO0€ MIOBEJEHUE ITOI0 UTPOKA, JKENATEIBHO IPUIOKUTH KaKHe-
TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBaii THuHY0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(UIHaIbHbIE TTATYH U MO/IBI;

6. Mcnonp3yil Cllo’KHbIE U pa3Hble apoJiy;

7. Jlaxxe BO BpeMs WIpbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. Iloka TeI Wrpaemb, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIuHOW Kpaskel JieHer M JOKYMEHTOB CEeroJiHSl Y€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3J0yMBIIUICHHUKH TMEPEMECTUIINCh B MHTEPHET, M MPOJOJDKAIOT 3aHMMAThCs "THOOMMBIM"
JEJIOM.

Tak nosiBUIaCh HOBasl yrpo3a: NHTEPHET-MOIIEHHNYECTBA WK (PUIIMHT, IJIaBHAs 11€Jb KOTOPOTO COCTOUT B
MOJIyYEHUN KOH(UISHIMATbHBIX JAaHHBIX IOJb30BaTeNIel - JOTMHOB M maposiei. Ha aHrimiickoM s3bike
phishing ynTaercs kak ¢pummHr (ot fishing - peioHas noBis, password - mapob).

OcCHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:

1. Crieqm 3a cBOMM akkayHTOM. Eci ThI 1oj103peBaeliib, YTO TBOS aHKETa OblIa B3JIOMaHa, TO HEOOXOAUMO
3a0JIOKUPOBATh €€ M COOOLIUTH aAMUHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOPEE;

2. Ucnionb3yi Oe3onacHble BeO-CailThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U TIOMCKOBBIX CUCTEM;

3. Wcnonb3yil CIOXKHBIE W pa3HbIe Tapoiu. TakuMm oOpa3oM, eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH
MOJIy4aT JAOCTYI TOJIBKO K OJTHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;



4. Ecnu Te0s B3710MaId, TO HEOOXOAUMO MPEAYIPEANTH BCEX CBOMX 3HAKOMBIX, KOTOpPHIE J0OABJIEHBI Y TEOs
B JIPY3bAX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHHU OY/IET pacchuIaThCs CHaM U CChUIKU Ha
(DUITUHTOBBIC CANTHI;

5. YcranoBu HazaexHbii naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE Maposs B Opaysepe;

7. He oTkpeiBaii (haiiinbl U Apyrue BIOKEHUS B MUChMaXx, Ja)K€ €CIIM OHU MPUIIUIM OT TBOUX Jpy3el. Jlyure
YTOYHHU y HUX, OTHPABIISUTN JIU OHU TeOe 3TH (Hailiibl.

udpoBas penyranus

[udposas penyranus - 3T0 HeraTUBHAs WIK MMO3UTUBHAs HHGopMalus B ceTu o Tede. Komnpometupyromas
uH(popMalys, pa3MelleHHas B MHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTpPa3UThCs Ha TBOEH peasbHOM
xu3HH. "Llndposas pemyranus" - 3TO TBOW HMHIK, KOTOPBIH (opmupyeTcs u3 nHpopmanuu o tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJOKEHHE, OCOOCHHOCTH XapaKTepa M paccKasbl O
ONMU3KUX - BCE ITO HAKAITMBACTCS B CETH.

MHorue MmoApOCTKH JIETKOMBICICHHO OTHOCSTCS K IMyONUKanuu Ju4HOM mHpopmanuu B MHTepHeTe, He
MOHMMAasl BO3MOXHBIX MOcHeACTBHM. Thl Haxke He CMOXeElb Aorajatbcs O ToM, 4uTo (oTtorpadus,
pa3MelieHHas 5 JIeT Ha3al, CTajla MPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.

KommMmenTapuu, pazmenienue TBoux ¢otorpaduii u gpyrue AecTBHsl MOTYT HE UCUE3HYTh JaKe MOCIe TOro,
KaK ThI UX YAalullb. Thl HE 3HACIIb, KTO COXPAHHII 3TY HHPOPMAIIHIO, IT0NaJIa JIU OHA B TOMCKOBBIE CUCTEMBI
¥ COXPaHMJIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAIOIIUE JIFOAH, KOTOPhIe HAWIYT U YBUIST
sT0. Haiitn mHpOpMamMIO MHOTO JIET CITYCTS CMOXET JIt000# - Kak W3 JOOPBIX MOOYKICHWH, TaK H C
HaMEpEeHUEM IPUUUHUTH BPeJ. DTO MOKET ObITh KTO YTOJIHO.

OcHoBHbIE cOBETHI 10 3alMTe HM(POBON penmyTanuu:

1. IToxymaii, mpexae uem 4yTo-To MyOJUKOBaTh U MepeaaBath y ceOst B 0JI0T€ UK B COITUATIBLHOM CETH;

2. B Hactpoiikax mpoduisi yCTaHOBU OTpaHHYEHUS] Ha MPOCMOTP TBOEro Mpouis U €ro COJIep:KUMOTO,
cZelail ero ToJNbKO "1 Apy3en'’;

3. He pa3memaii 1 He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-I11M00 OCKOPOISATH WM 00UKATh.
ABTOpPCKOE ITPaBo

CoBpeMeHHbIE NIKOJIbHUKH - aKTHBHBIE IMOJIb30BaTENN LU(poBOro npocrpaHcrsa. OnHAKO ajJeKko HE BCe
3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOXHOCTSMHU LU(pPOBOro Mupa TpedyeT coONIoAeHMs MpaB Ha
MHTEJJIEKTYaJIbHYyI0 COOCTBEHHOCTb.

TepMuH "uHTENNEKTyaabHasi COOCTBEHHOCTb" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM YEIOBEYECKOTO yMa,
HAuMHas C HOBBIX M300peTeHMH M 3HAKOB, 00O03HAYAIOLIMX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYTH, H
3aKaH4MBasi KHUTaMu, pororpadusiMu, KHHOQUIEMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH, TUTEPaATyphI
1 UCKycCTBa. ABTOPCKHUE IIPaBa BHICTYIAIOT B KAYECTBE FApaHTUU TOTO, YTO UHTEIIEKTYalbHbIN/TBOPUECKHI
TpyZ aBTOpa He OyAeT HampacHbIM, JAacT €My CIIpaBeIJMBbIE BO3MOXHOCTU 3apaboTaTh Ha pe3yJsibTarax
CBOETO TpyAa, MOJIYYUTh H3BECTHOCTh U mNpu3HaHue. Hukrto 0Oe3 paspemieHHss aBTOpa HE MOMKET
BOCIPOM3BOJUTh €r0 IMPOU3BEJAEHHE, pPACIPOCTPaHITh, MNYOIMYHO JEMOHCTPUPOBATh, MpPOAAaBaTh,
UMIIOPTUPOBATH, IYCKATh B MIPOKAT, MyOJIMYHO UCTIONHSTh, TOKA3bIBATh/UCIIOIHATH B 3(pupe WK pa3Meliarh
B MHTepHerTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00ecriedeHusl MOXKET MPUBECTH K MHOTUM PUCKaM: OT MOTepH
JAHHBIX K TBOUM aKKayHTaM JI0 OJJOKUPOBKH TBOETO YCTPOMCTBA, T/Ie YCTAHOBJICHA HellerajibHas mporpamMmma.
He crout Taxxe 3a0bIBaTh, YTO CYILECTBYIOT JIETaJbHbIE M OECIJIATHBIE TPOTPaMMBbI, KOTOPbIE MOXKHO HalTH
B CETH.



O nopraJjie
CeteBu4oK.p( - TBOM TJIaBHBIN COBETUHK B CETU. 37I€CH Thl MOXKEIIIb Y3HAThH O O€30MTACHOCTH B CETHU MOHSITHBIM

U JOCTYIHBIM SI3BIKOM, a NMPU BOHUKHOBEHHWU KPUTHYECKOM CHUTyallMM OOpaTUTHCA 3a COBETOM. A TakKxke
MPUHATH Y9aCTHE B KOHKYpPCax M CTaTh CaMbIM IIU(PPOBBIM IPaXKAaHUHOM !



